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Detecting spatially varying gray component replacement
with application in watermarking printed images
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Abstract. We present 2 method fo include walermarks in printed
images. With arcurale printer calibration, in theory, e same color
under different gray component replacement (GCA) sirategios
showld look the same, undar spaciic viewing condiions, We spa-
tially vary the GCR along the image in a manner that is not percap-
fikda, and we empioy an estimation method to detect such changes.,
The choice of GCA for a given pixel (or region) comprises an addi-
tional infermation channal that embeds a watermark or hidden infor-
mation. The challenge iz how to defect which GCR was usad and
that is our focus. For thal, we estimate the RGE valueg of each pixel

and the CMYK valves infendead to be pul onto the paper by scanning
thie printed page. With that information, we can eslimate which GCR
sirategy was used in & given region and ratiegve the watermark
msssane. instead of focusing on a particwlar walermasking schema,
we are concarmad only with the practical aspects of producing &
spalially vanying GCR and of robustly estimating which GCR strat-
egy was vsed at a region, Promising GCR detaction resulis are
shown fo flustrate the method's potenfial fo watermark printed
images. @ 2005 SPIE and 134T [DOL 1011712001571

1 Introduction

It is desirable to enable data hiding within a digital image,
for example, for image security or authentication, to covert
communication, to render instructions, and to provide ad-
ditional wselul information. Some existing digital water-
marking methods do not survive the printing process. In
fact, most known metheds are designed for continuous-tone
images and are too fragile 1o be encoded into a ].J:I][][{"J page
and remain retrievable and invisible, (_:I:,ph\ and other
low-frequency methods that can be used in a print setting
often introduce undesirable textures or lower the spatial
resolution of the image. If one has {ull control of the half-
tone, walermarks can sometimes be embedded inte the
halftone design itself.” " Other methods applicable to
printed pages such as image multiplexing” and Xerox
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Clossmarks® (Ref. 7) can also be used. In general, auto-
mated watermark retrieval is difficult and the watermarks
arg not always invisible,

To address the seemingly conflicting requirements of in-
visibility and retrievability of the watermark, one must fake
into account physical properties of the printing process. For
example, we know that very likely the printing will ocour al
a high resolution, i.e., 600 pixels per inch (ppi) and bevond,
Also, the printed images will be viewed at a comfortable
distance from the page. Hence, the densitv of pixels per
degree of subtended viewing angle is actually very high
and the visual sensitivity will be very low to pixel-level
details.

Another example of an important physical characterisic
is the absorption spectra ol the colerants. The three funda-
mental subtractive primaries, cvan (C), magenta {M), and
vellow [Yl are typically wsed as colorants In printing
devices." ™" All hues can be reproduced with these colo-
rants, however, black colerant is usually also employed for
reasons such as extending the dark pertion of the color
gamut, improving the rendering of newtrals, and reproduc-
ing colors with less CMYK colorant to save money and
reduce pile height. Hence, a ransformation is required to
convert from the set of fundamental primaries CMY to the
larger set CMYK, The inclusion of the neutral colorant K
enables us to substitule in some amount of K for an equiva-
lent darkness neutral mixture of CMY. Thus, lor a given
color, some K may be added and some CMY subtracted to
produce the same perceived color, This colorant ~L1|:|Sl:1ru-
tion method is known as gray component TLpIiLLmLm
(GCR). Because color is inherently a 3-D entiry, this addi-
ticn of a fourth colorant K allows for some redundancy. As
a limiting case, consider that for much of the color pamut,
a given color can be created with either a combination of
CMY or with K plus two of those colorants, which is
known as o 100% GCR swategy., Lesser amounts of gray
component may he substituted, creating the potential for
multiple GCE strategies. By switching in space belween
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